
Schedule of I-PROTECT V3 

Marhaba Palace, Sousse 
 

                               

Day  1 : Friday 20/03/2020 Day 2 : Saturday 21/03/2020 Day 3 : Sunday 22/03/2020 

9 am-12 pm: 
Check-in 
 

 

8.30 am-10.15 am : Web Hacking 

 Sql Injection  

 Command Injection 

 Directory traversal 

 Cross-site request forgery 

 Cross-site scripting 

 Server-side request forgery 
 

9 am-10.30 am 
CTF Final competition  
 

10.15 am-10.30 am 
Break 

10.30 am-11 am 
CTF Final competition 
walkthrough 
 

10.30 am-12.30 pm : System 
hacking and privileges escalation 
CTF 

  CTF 1.1 : Kernel exploit  

  CTF 1.2 : Exploiting SUDO 
rights/user 

 

11 am-11.30 am 
Closing ceremony 

11.30 am-12 pm 
Check-out 

12 pm- 14 pm 
lunch 

12.30 pm-14 pm 
Lunch 

 

14.30 pm -15 pm : Opening 
ceremony 

 Presentation of NACS 
 

14 pm-16.30 pm: Exploiting SUID 
Executables web hacking CTF 

 CTF 2.1 : LFI : Local File 
Inclusion  

15 pm-16.30 pm 

 Introduction to cyber-
security certifications 

 Introduction to pentesting 

16.30 pm-16.45 pm 
Break 

16.30 pm-16.45 pm 
Break  
 

16.45 pm-18.30 pm 

 Open source Tools for 
pentesting  

 Requirements workshop 
installation  

16.45 pm-18.30 pm Exploiting 
SUID Executables web hacking 
CTF 

 CTF 2.2 : Mysql Backdooring  
 

18.30 pm-20 pm 
Team building 

18.30 pm-20 pm 
Team building 




